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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3, In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



Petailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to network repeating installation, such as a server, a 
bridge, a router, or the gateway, and the network system which used that network repeating installation. 
[0002] 

[Description of the Prior Art] Generally, network repeating installation, such as a bridge, a router, and 
the gateway, is known as a method which connects two or more LANs (Local Area Network) and WAN 
(Wide Area Network) mutually. 

[0003] Each [ these ] network repeating installation has two or more ports connected to a network 
segment, and interconnects a network segment by transmitting a receive packet among these ports. The 
transfer between ports is performed by the following filtering processings. 

[0004] For example, when the bridge equipment which has two ports, the 1st and the 2nd, receives a 
packet in the 1st port, the port where the data station specified by the destination address of the packet 
which received is connected is investigated, and a receive packet is transmitted to the port. A receive 
packet will be discarded if the port is a receive port. 

[0005] In such network repeating installation, in order to secure the safety of a network system, the 
following port control is performed. That is, a certain data station connected to the network breaks 
down, and in order to prevent that it continues carrying out data transmission and effect reaches the 
whole network by things, network repeating installation has the function which separates the port 
logically, when a certain data length more than fixed is detected. 

[0006] Moreover, in the network of a signal / collision-detection mold, when the collision more than the 
count of predetermined is detected in a certain unit time amount, there is also repeating installation with 
the function which separates the corresponding port. 

[0007] However, such a conventional port control fiinction cannot perform port control at all, as long as 
it does not pass to the function as the so-called cure against a failure which works automatically but data 
transmission and reception are performed by the normal protocol, when the transceiver condition of a 
certain specific signal occurs. 

[0008] For this reason, even if that an unjust terminal exists on a network is the case where it is 
discovered, as long as that unjust terminal is carrying out access actuation in a normal procedure, a port 
control function is not committed. Therefore, network access by the unjust terminal was not able to be 
prevented. 

[0009] Moreover, the gestalt of the conventional network was possible only in the combination of a bus, 
a star, and a ring, and detour formation when some networks break down etc. was difficult for it. 
[0010] 

[Problem(s) to be Solved by the Invention] The conventional port control function was not able to 
perform port control at all, as long as it did not pass to the function as the so-called cure against a failure 
which works automatically but data transmission and reception were performed by the normal protocol, 
when the transceiver condition of a certain specific signal occurred. For this reason, a port could not be 
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controlled dynamically if needed but there was a fault which can perform neither prevention of the 
network use by the unjust terminal nor a detour setup at the time of failure generating. 
[001 1] As this invention was made in view of such a point and can carry out enabling / disable control 
of each port if needed, it aims at offering the network repeating installation which can perform 
prevention of the network use by the unjust terminal, a detour setup at the time of failure generating, etc. 

[0012] 

[Means for Solving the Problem and its Function] This invention is characterized by to provide the port 
control means which has two or more ports connected to a network, respectively, receives two or more 
transmitter-receivers prepared for said every port, and the command from the outside, responds to that 
command in the network repeating installation which interconnects a network by the data transfer 
between these ports, and permits / forbids transmission or reception actuation of two or more of said 
transmitter-receivers according to an individual for every port. 

[0013] In this network repeating installation, the send action of the port of arbitration or reception 
actuation enables/is [ disable ] controllable with the command from the outside, for this reason ~ for 
example, when a network manager etc. discovers existence of an unjust terminal by the monitor of the 
terminal address on a network, or a protocol, reception actuation of the port corresponding to the 
network where that unjust terminal exists etc. can be forbidden with a command. 
[0014] Moreover, this invention has two or more ports connected to a network, respectively, and sets 
them to the network repeating installation which interconnects between networks by the data transfer 
between these ports. Two or more transmitter-receivers prepared for said every port, and the port control 
means which receives the command from the outside, responds to the command, and permits / forbids 
transmission or reception actuation of two or more of said transmitter-receivers according to an 
individual for every port, It is characterized by providing a reception prohibition discharge means to 
cancel prohibition of reception actuation of the transmitter-receiver which compares the transmitting 
agency address of the data supplied to the port where reception actuation was forbidden with the address 
information of the terminal registered beforehand, and corresponds when in agreement. 
[0015] Only network access of an unjust terminal can be prevented in this network repeating installation, 
without being constituted so that reception actuation may be permitted and affecting transmission and 
reception of other terminals other than an unjust terminsd, in being in agreement with the address 
information into which the transmitting agency address of the data supplied to the port where reception 
actuation was forbidden was registered beforehand. 

[0016] Moreover, this invention is a network system possessing two or more network repeating 
installation which interconnected so that the multi-statement of the data transfer path to the terminal 
[ terminal / on a network ] on other networks could be carried out. Two or more ports where said each 
network repeating installation is connected to a network. Two or more transmitter-receivers prepared for 
said every port and the command from the outside are received. The port control means which responds 
to the command, and permits / forbids transmission or reception actuation of two or more of said 
transmitter-receivers according to an individual for every port is provided, and it is characterized by 
enabling it to set the data transfer path from a transmitting agency terminal to the end of a transmitting 
tip as arbitration. 

[0017] In this network system, by combining two or more network repeating installation for example, in 
the shape of a mesh, two or more data transfer paths are established, enabling / disable control of a port 
are usually performed so that the path between a certain terminals may serve as a point-to-point, and 
employment of changing that path dynamically according to failure generating or a traffic condition is 
attained. 
[0018] 

[Example] Hereafter, the example of this invention is explained with reference to a drawing. The 
configuration of the network system using the network repeating installation concerning one example of 
this invention is shown in drawing 1 . It is multiport type repeating installation with two or more ports, 
and the network repeating installation 1 1 has four ports P1-P4 like illustration, and the network 
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repeating installation 1 1 illustrates the case where these ports P1-P4 are connected to the LAN segments 
12-15, respectively, and explains them here. 

[0019] The data-processing terminal is connected to each of the LAN segments 12-15. A workstation, a 
personal computer or a minicomputer, etc. realizes, and these data-processing terminal performs a 
communication link with the data-processing terminal on other LAN segments etc. through the network 
repeating installation 1 1 while communicating mutually through a corresponding LAN segment. 
[0020] The network repeating installation 1 1 constitutes a Network Server, a repeater, a bridge, a router, 
or the gateway, and it is used in order to connect with the interconnect between the LAN segments 12- 
15 or WAN, a public line network, etc. 

[0021] This network repeating installation 1 1 is equipped with port enabling / disable control unit 1 1 1 
for enabling/disable controlling ports P1-P4 according to an individual, the remote terminal on LAN 
SEGUMEN by which port enabling / disable control unit 1 1 1 is illustrated with the slash ~ or the 
demand from management equipment etc. by which direct continuation was carried out to the network 
repeating installation 1 1 ~ responding ~ four ports P1-P4 ~ each reception actuation and send action are 
controllable according to an individual. 

[0022] Next, with reference to drawing 2 , an example of the concrete configuration of the network 
repeating installation 1 1 is explained. The network repeating installation 1 1 is equipped with a receive 
section 1, the transmit/receive control section 2, the common control section 3, and tiie. transmitting 
section 4 like illustration. 

[0023] a receive section 1 ~ ports P1-P4 ~ respectively ~ since ~ it is for receiving packet received-data 
1 A, and has four received-data enabling / disable circuit IB prepared respectively corresponding to ports 
P1-P4. 

[0024] These four received-data enabling / disable circuit IB is circuits which receive packet data 1 A 
from the ports P1-P4 which correspond, respectively, and it is constituted so that the reception actuation 
may be permitted / forbidden by enabling / disable signal IC according to an individual. 
[0025] That is, received-data enabling / disable circuit IB chooses received-data 1 A at the time of 
enabling, and, in the case of a disable, chooses touch-down potential 1 A'. Received-data output ID from 
received-data enabling / these four disable circuits IB is supplied common to the transmit/receive 
control section 2. 

[0026] the transmitting section 4 - ports P1-P4 - respectively ~ since ~ it is for transmitting packet 
data 4B, and has four transmit data enabling / disable circuit 4A prepared respectively corresponding to 
ports P1-P4, These four transmit data enabling / disable circuit 4A is the circuits prepared in order to 
transmit packet data 4B from the ports P1-P4 which correspond, respectively, and it is constituted so 
that the reception actuation may be permitted / forbidden by enabling / disable signal 3C according to an 
individual. 

[0027] The transmit data from the transmit/receive control section 2 is supplied to transmit data 
enabling / four disable circuits 4A in common, and is outputted to it from transmit data enabling / 
disable circuit 4A corresponding to the port corresponding to a phase hand terminal. 
[0028] The transmit/receive control section 2 is for controlling the transmit data outputted to transmit 
data enabling / control-received data received from received-data enabling / disable circuit IB, and 
disable circuit 4A, and usually consists of a clock recovery circuit, a FIFO buffer, memory, etc. 
Moreover, the transmit/receive control section 2 transmits the command received to common control 3 
using received-data 2A and receive-clock 2B for control of received-data enabling / disable circuit IB. 
[0029] The common control section 3 is for enabling/disable controlling received-data enabling / disable 
circuit IB, and transmit data enabling / disable circuit 4A, and operates according to the command 
transmitted from the transmit/receive control section 2. 

[0030] This common control section 3 usually consists of a serial controller and data serial/parallel- 
conversion circuit, a CPU, memory, etc. Moreover, 34A and 3B are data, clocks, etc. which the common 
control section 3 will make the communication link with the transmit/receive control section 2 and to 
carry out. 

[0031] Next, actuation of the repeating installation 1 1 of drawing 2 is explained. Reception enabling / 
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disable circuit IB of each port are set as the enabling state which chooses received-data 1 A by control 
signal IC at the time of the usual data transfer. Moreover, transmitting enabling / disable circuit 4A of 
each port are also set as transmitting enabling state by control signal 3C. 

[0032] Here, when a network manager etc. discovers existence of an unjust terminal on a network by the 
function which the equipment separately connected to the network or repeating installation 1 1 has, the 
case where he wants to change a path by enabling / disable control of a certain port according to a 
failure/traffic is considered. 

[0033] In this case, using the predetermined terminal on a network 13 etc., a network administrator 
pubUshes a command to repeating installation 11, and notifies enabling / port number which carries out 
a disable. 

[0034] At this time, the received command addressed to repeating-installation 1 1 is inputted into the 
common control section 3 via the transmit/receive control section 2 from a port P2. The common control 
section 3 analyzes a receiving command, and when it is the above-mentioned command, it performs 
enabling / disable control of transmission and reception using reception-control signal IC, transmission- 
control signal 3C, or the control signal of both them. 

[0035] If carrying out the disable of the reception actuation of a port PI with a command is specified, in 
a receive section 1, control signal IC will change the input of reception enabling / disable circuit IB 
from received-data 1 A to 1 A, and the reception actuation will be forbidden. 

[0036] In tiiis configuration, the send action of the port of arbitration or reception actuation enables/is 
[ disable ] controllable from a terminal with a command etc. for this reason ~ for example, when a 
network manager etc. discovers existence of an unjust terminal by the monitor of the terminal address on 
a network, or a protocol, reception actuation of the port corresponding to the network where that unjust 
terminal exists etc. can be forbidden, and improvement in network dependability can be aimed at. 
[0037] Next, with reference to drawing 3 , other circuitry of the reception enabling / disable circuit IB 
circumference is explained. Namely, in addition to the configuration of drawing 2 , in this drawing 3 , it 
has serial/parallel-conversion circuit IE, parameter register IF, and restoration circuit II for every port. 
[0038] Serial/parallel-conversion circuit IE is prepared in reception enabling / disable circuit IB, and 
juxtaposition, receives received-data 1 A regardless of enabling / disable condition of reception 
enabling / disable circuit IB, changes it into parallel data from serial data, and compares with the set 
point of parameter register IF. It is carried out in order to detect whether the transmitting agency address 
of this comparison actuation of received data corresponds with the address of the reception authorization 
terminal beforehand set as parameter register IF. 

[0039] Even if the receiving disable is pronounced by control signal IC, restoration circuit II is a circuit 
which sets reception enabling / disable circuit IB as enabUng state, when coincidence detecting-signal 
IH are generated from serial/parallel-conversion circuit IE. 

[0040] That is, in the configuration of this drawing 3 , when a port PI is a receiving disable, for 
example, received-data lA is disregarded by control signal IC ( drawing 3 1 J), and received data are 
not outputted to ID. However, also in this condition, received-data 1 A is always received in 
serial/parallel-conversion circuit IE, and the monitor of the that transmitting former addresses (or 
transmission place address etc.) is performed. The physical address of each terminal registered 
beforehand is set as register IF, and is always compared with the address value of serial/parallel- 
conversion circuit IE. 

[0041] When both agree, even if coincidence of the address is notified to restoration circuit II in signal 
IH and receiving disable signal IC (here 1C2) is generated from the common control section 3, 
restoration circuit II will judge that it is data from a just terminal, and will change reception enabling / 
disable circuit IB to enabling state. 

[0042] In this case, since there is risk of the head of the received data of reception enabling / disable 
circuit IB being cut, even if it is in a disable condition, it is desirable to adopt technique, such as to form 
the buffer holding received data in to reception enable / disable circuit IB. In this case, the contents of 
that receive buffer will be read if a port is enabling, and if they are disables, they will not be read. 
[0043] Only network access of an unjust terminal can be prevented in this configuration, without 
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affecting transmission and reception of other terminals other than an unjust terminal, since it is 
constituted so that reception actuation may be permitted when in agreement with the address information 
into which the transmitting agency address of the data supplied to the port where reception actuation was 
forbidden was registered beforehand. 

[0044] Next, with reference to drawing 4 , the example of construction of the network system using the 
network repeating installation 1 1 with the configuration of drawing 2 or drawing 3 is explained. In this 
network system, two or more network repeating installation 1 1 is combined in the shape of a mesh 
through the LAN segment, and the multi-statement of the data transfer path to the terminal on other 
LAN segments from the terminal on a certain LAN segment is carried out by this. 
[0045] In this case, it becomes possible to usually perform enabling / disable control of a port so that the 
path between a certain terminals may serve as a point-to-point, to perform enabling / disable control of 
the port by the command according to failure generating or a traffic condition, and to perform 
employment of changing that path automatically or artificially. 
[0046] 

[Effect of the Invention] As mentioned above, according to this invention, it comes to be able to carry 
out enabling / disable control of each port if needed, and it becomes possible to perform prevention of 
the network use by the unjust terminal, a detour setup at the time of failure generating, etc. 



[Translation done.] 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3 in the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] Network repeating installation characterized by to provide the port control means which has 
two or more ports connected to a network, respectively, receives two or more transmitter-receivers 
prepared for said every port, and the command from the outside, responds to the command in the 
network repeating installation which interconnects a network by the data transfer between these ports, 
and permits / forbids transmission or reception actuation of two or more of said transmitter-receivers 
according to an individual for every port. 

[Claim 2] In the network repeating installation which has two or more ports connected to a network, 
respectively, and interconnects between networks by the data transfer between these ports Two or more 
transmitter-receivers prepared for said every port, and the port control means which receives the 
command from the outside, responds to the command, and permits / forbids transmission or reception 
actuation of two or more of said transmitter-receivers according to an individual for every port, Network 
repeating installation characterized by providing a reception prohibition discharge means to cancel 
prohibition of reception actuation of the transmitter-receiver which compares the transmitting agency 
address of the data supplied to the port where reception actuation was forbidden with the address 
information of the terminal registered beiforehand, and corresponds when in agreement. 
[Claim 3] It is a network system possessing two or more network repeating installation which 
interconnected so that the multi -statement of the data transfer path to the terminal [ terminal / on a 
network ] on other networks could be carried out. Two or more ports where said each network repeating 
installation is connected to a network, Two or more transmitter-receivers prepared for said every port 
and the command from the outside are received. The network system characterized by providing the port 
control means which responds to the command, and permits / forbids transmission or reception actuation 
of two or more of said transmitter-receivers according to an individual for every port, and enabling it to 
set the data transfer path from a transmitting agency terminal to the end of a transmitting tip as 
arbitration. 



[Translation done.] 
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